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What is a Data Breach?

What is a breach?
 The unauthorized
exposure of personally
identifying information –
non-public personal
information, such as
Social Security numbers
and Account numbers,
that can be used for fraud.
Unauthorized Exposure
Through:
 Loss
 Physical theft
 Theft
 Hacking
 Accidental Publication
 Posting on a non-secure
website
 Account or SS number
visible on mail
 Dumped files not
shredded
Affected Individuals:
 Employees, school board
members, trustees,
community members
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Data Breach and School Exposures
 Schools maintain personal data – including that of
current and former students.
 This can be very sensitive data as it may contain
Social Security numbers and financial
information.
 Schools also have personal data about faculty
and staff as well as job applicants, former
employees and retirees.
 This data also includes Social Security
numbers, health and background check
information.
 Data Compromise coverage is designed to help
schools respond to the financial burden and service
obligations of a data breach.
 A breach of data can
result in a significant
distraction impacting a
school’s operations and
reputation.

 Schools must notify those individuals affected by a
breach.
 In addition, the school may wish to provide credit
monitoring and identity restoration case management
to those affected by the breach in order to reduce the
impact to their reputation.
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CyberOne™ & Data Compromise:
Designed for Different Circumstances

Data Compromise:
 Personal information.
 Breach or
unauthorized
disclosure.
 Responding to legal
notification
requirements.
CyberOne™:
 Operational data
and systems.
 Responding to events
that make that data
and those systems
unusable.
 Defense and liability
for systems security
failure, including the
breach of third party
business information.
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Data Compromise Defense and Liability Coverage

Defense and Liability Coverage
Third party coverage which
provides for defense costs
(within the limits) and
associated liability costs arising
from an action brought by an
“affected individual(s)” or state
Attorney General on behalf of
the “affected individual(s).”
This can include both
settlements with “affected
individuals” as well as
judgments rendered, though it
does not include fines or
penalties.
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Data Compromise Defense and Liability Coverage
Data Compromise Coverage-Provides coverage for specified expenses arising from a “Personal Data Compromise” involving
“Personally Identifying Information” of “Affected Individuals.” “Affected Individuals” may be customers, clients, members,
directors or employees of the Insured.
The Data Compromise Coverage part is in two sections. The first section, first party Response Expenses Coverage, includes
$100,000 of Named Malware Coverage and the following additional coverage components:
•

Forensic Information Technology – Coverage for the cost to hire outside computer experts to determine the
nature and extent of the breach.

•

Legal Review – Coverage for the cost to obtain professional legal advice.

•

Notification to Affected Individuals – Coverage for reimbursement of expenses associated with the notification of
those whose personal information was compromised.

•

Services to Affected Individuals – Coverage for the cost of providing services (Packet of informational materials,
Toll-free help line, One year of credit monitoring and Identity restoration case management) to affected
individuals for 12 months from the date of the notice.

•

Public Relations Services – Coverage for the cost to implement public relations recommendations of a
professional public relations firm. This may include advertising and special promotions designed to retain the
relationship with affected individuals.

The second section, third party Defense and Liability Coverage, supplements the program by providing coverage for defense
and settlement costs in the event that “affected individuals” sue the insured. The coverage will be claims made with defense
within limits.
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What is Data Compromise Response Expense Coverage?
Response Expenses Coverage is the first party
coverage designed to respond to various statutory
requirements.
 Coverage 1 Forensic information technology provides
coverage to hire outside computer experts to determine the
nature and extent of the breach.
 Coverage 2 Legal review provides coverage should a
company dealing with a potential breach of personal data
desire to consult with legal counsel.
 Coverage 3 Notification to affected Individuals provides
for reimbursement of expenses associated with the
notification of “affected individuals”.
 Coverage 4 Services to affected individuals include:
 Packet of information materials.
 Toll-free help-line.
 One year of credit monitoring.
 Identity restoration case management service.
 Coverage 5 Public relations services Covers the costs
for a review of and response to the potential impact of the
data compromise event on the insured’s business
relationships.

.
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Services for “Affected Individuals”
Services to Affected Individuals, provides coverage for the following services to
“affected individuals”:
1. Packet of informational materials; Notification to
Affected Individuals addresses the notification
process and related costs. This process typically
results in compiling a package of materials that are
mailed to the “affected individuals” whose personal
information was compromised. Covers costs for
developing correspondence, printing and mailing the
notices.

Notification and
Information Materials

Help Line
2. Toll-free help line;
3. One year of credit monitoring; and/or
4. Identity recovery case management;

Credit Monitoring
Identity Recovery
Case Management
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Data Compromise Available Limits and Deductibles
“Base” Limits of Insurance

Optional Increased Limits

Included for all NYSIR Members
Response Expenses Coverage

Higher Limits Available for additional
premium

 $250,000 annual aggregate policy limit.

Response Expenses Coverage

 Forensic IT Review: $25,000 sublimit.
 Legal Review: $25,000 sublimit.

 $1M annual aggregate limits are available to
districts with satisfactory questionnaire.

 Public Relations Services: $5,000 sublimit.

 Forensic IT Review: $100,000 sublimit

 Named Malicious Code: $100,000 sublimit.

 Legal Review: $100,000 sublimit

 Notification to Affected Individuals.

 Public Relations Services: $5,000 sublimit.

 Services to Affected Individuals.

 Named Malicious Code: $100,000 sublimit.

Defense and Liability Coverage
 $250,000 Annual Aggregate limit
School District Deductibles
 $2,500 and $5,000 Any one Personal Data
Compromise, each Data Compromise Suit
BOCES
 $5,000 deductible

 Notification to Affected Individuals.
 Services to Affected Individuals.
Defense and Liability Coverage
 $1M annual aggregate limits available to
districts with satisfactory questionnaire.
Deductibles
 $10,000 Any one Personal Data Compromise,
each Data Compromise Suit
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CyberOne™ Coverage Endorsement
Cyber Attacks Affect
Schools

 When a school’s data or computer systems
experience a virus or other computer attack, the
school is at real risk of losing critical information.
 This information is essential to daily operations.
 Potentially exposing itself to third party liability.
 Computer viruses are a growing problem, and a cyber
attack can significantly impact a school’s bottom line.
 System and data recovery can result in lost
income, and can tally thousands in recovery
costs.
 Liability from insufficient systems security can
lead to expensive litigation.

 Schools rely on data and
computer systems.

 CyberOneTM insurance helps schools pay for the costs
associated with restoring computers and recovering
data.
 This coverage also protects against third-party
liabilities a school might have as a result of a failure of
system security.
.
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First Party Coverage Computer Attack Coverage

Coverage is triggered
by a “computer
attack.”
 An unauthorized
person gaining
access to the
policyholder’s
computer system.
 A malware attack.
 A denial of service
attack.
That causes damage
to your computer
system or data.
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CyberOne First Party Computer Attack and
Third-Party Network Security Liability Coverage Coverage
First Party Computer Attack and Cyber Extortion Coverage
•

Data Restoration Costs - Coverage for the cost of a professional firm hired by the insured to replace lost or
corrupted data from electronic sources.

•

System Restoration Costs - Coverage for the cost of a professional firm hired by the insured to restore its
computer system to its pre-attack level of functionality by replacing or reinstalling software, removing
malicious code and correcting the configuration of the insured’s computer system.

•

Data Re-creation Costs – Coverage for the cost of a professional firm hired by the insured to research,
recreate and replace lost or corrupted data from non-electronic sources.

•

Loss of Business - Coverage for business income lost by the insured and extra expenses incurred by the
insured during the period of time when system and data recovery activities are taking place.

•

Public Relations Services - Coverage for assistance from a professional public relations firm in
communicating with outside parties concerning the Computer Attack and the insured’s response.

•

Cyber Extortion Coverage-Provides coverage for the cost of a professional firm hired by the insured to
investigate and negotiate a resolution to a cyber extortion threat or series of threats to launch a potential
denial of service attack against an insured and provides reimbursement for amounts paid by the insured in
response to the threat.

Third Party Network Security Liability Coverage
•

The breach of third party business information

•

The unintended propagation or forwarding of malware

•

The unintended abetting of a denial of service attack
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Data Restoration, Data Recreation and Systems Restoration
Data Restoration

Data Restoration Costs
 The costs of an outside
professional firm hired by
you.
 To replace electronic data
that has been lost or
corrupted.
 From one or more
electronic sources with the
same or similar
functionality to the data that
has been lost or corrupted.
Examples
 Restoration of data from
electronic backup.
 Logical recovery of
corrupted hard drive.

Data Recreation

Systems Restoration

Data Recreation Costs

System Restoration Costs

 The costs of an outside
professional firm hired by
you.
 To research, recreate and
replace data that has
been lost or corrupted.
 For which there is no
electronic source
available or where the
electronic source does
not have the same or
similar functionality to the
data that has been lost or
corrupted.
Examples
 Re-keying lost data that
now exists only in paper
form.

 the costs of an outside
professional firm hired by
you.
To restore your computer
system to its pre“ computer
attack” level of functionality
by:
 Replacing or reinstalling
computer software
programs.
 Removing any malicious
code.
 Configuring or correcting
the configuration of your
computer system.

 Re-acquiring data.
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Business Interruption and Public Relations
Loss of Business:
 Business income lost by the policyholder and extra
expense incurred by the policyholder during the period
of time that…
 Begins at the time that the “computer attack” is
discovered by you, and…
 Continues until the date that all data restoration, data
recreation and system restoration directly related to
the “computer attack” has been completed.
Public Relations:
 Policyholder is eligible if it suffers a covered business
interruption loss.
 The services of a professional public relations firm to
assist the policyholder in communicating its response
to the “computer attack” to the media, the public and
customers, clients or members.
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Third Party Coverage Network Security Liability
 Coverage is triggered by a “network
security liability suit” – a civil proceeding,
an alternative dispute resolution
proceeding or a written demand for
money alleging that a negligent failure of
the policyholder’s computer security
allowed one of the following to occur:
 The breach of third party business data.
 The unintended transmission of
malware.
 A denial of service attack in which the
policyholder unintentionally participated.
 In the event of a network security liability
suit, we will cover costs of defense,
settlement and judgment. Defense is
provided within coverage limits.

© 2016 The Hartford Steam Boiler Inspection and Insurance Company. All rights reserved.
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CyberOne™ Available Limits and Deductibles
“Base” Limits of Insurance

Optional Increased Limits

Computer Attack Coverage

Computer Attack Coverage

 $250,000 annual aggregate limit

 $1M annual aggregate limits are available
to districts and BOCES with satisfactory
completion of questionnaire.

Data recreation: $12,500 sublimit
Business interruption: $12,500 sublimit

 Data recreation: $50,000 sublimit

Public relations: $5,000 sublimit

 Loss of Business: $50,000 sublimit

Cyber Extortion: $10,000 sublimit
Network Security Liability

 Public Relations Services: $5,000
sublimit.

 $250,000 annual aggregate limit

 Cyber Extortion: $25,000 sublimit

School District Deductibles

 Network Security Liability

 $2,500 and $5,000 (per computer attack,
per network security liability suit)
BOCES
 $5,000 deductible (per computer attack,
per network security liability suit)

 $1M annual aggregate limits available to
districts with successful completion of
questionnaire.
 Deductibles $10,000 (per computer
attack, per network security liability suit)
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What is Ransomware?
Ransomware is a form of malware which blocks access to an infected machine until a ransom amount
is paid. There are two primary forms of ransomware, non-encrypting ransomware (also known as
screen lockers) and encrypting ransomware. Ransomware can be delivered to a target through a
variety of vectors. The most common attack vector is through phishing campaigns, where seemingly
legitimate emails are sent to an unsuspecting user with the goal of having them click a link which
downloads the malware to the target’s machine. Other attack vectors include compromised websites
displaying advertisements with embedded malware or malicious files included as an email attachment
or embedded within websites or other software.

Ransomware Trends
 Not new, early versions
of attacks in 2005
 Increased in 2013 with
introduction of
CryptoLocker and
Bitcoin as the form of
payment
 Loss frequency
trending up
 United States has the
highest frequency of
incidents
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NYSIR Cyber Risk Claims July 1, 2016-August 30, 2019

Coverage Type
CyberOne

Total Incurred Loss $

Claim Count

$585,648

14

2017

$0

1

2018

$24,500

4

2019

$561,148

9

$298,580

31

2016

$9,021

1

2017

$114,316

9

2018

$158,243

16

2019

$17,000

5

$884,228

45

Data Compromise

Grand Total

This is one of the most important aspects of handling any incident. The Incident Response Team must know if this is truly a computer
security incident, as opposed to a user error or a system configuration error.
INSURANCE CLAIM
•
Notify your broker or your insurance company Claims Representative as soon as possible. You should be sure to have
your IT staff gather and document facts surrounding the incident. Network security event logs are often vital in helping verify the
date, time and machine involved in an incident. Your company should save these logs.
LAW ENFORCEMENT
•
If the event is real, consider contacting law enforcement.
Note: If management has decided that it wants to pursue and prosecute the network attacker, law enforcement must be notified
as soon as it is verified that the incident is real. In most cases, law enforcement agencies will not step in and take over the
incident. However, they will work with the team to ensure that its actions stay within the law and do not violate any individual
rights. They will assist the team in properly documenting and storing evidence to protect the chain of custody that is necessary
for evidence to be used in court. This step is especially important if the incident involves extortion.
BREACH NOTICE LAWS
•
Contact Legal Counsel who specializes in data breaches (pending any necessary review and approval by your carrier
(if applicable)). This is especially important if customer information was accessed and various state laws were triggered
requiring a customer notification. Counsel can help in (a) interpreting the various state regulations; (b) your responsibilities
under the law (if any) and (c) assisting in crafting the customer notice letter.
FORENSICS & BREACH INVESTIGATION
•
Following a network/data breach event, a company often chooses to engage third-party experts to assist with investigation
and remediation, such as determining the facts around the cyber attack or data breach incident and understanding the extent
of the event.
•
Document the time in man-hours, as well as the cost of handling the incident and any remediation, providing itemization. The
cost might be part of the claim outside vendors and experts.
•
Document the cost of business interruption if your insurance covers that expense.
•
Secure all logs, audits, notes, documentation and any other evidence that was gathered during the incident with appropriate
identification marks, securing the chain of custody for future prosecution. Save all relevant system security/event/IDS Logs. If
you suffer a Denial of Service attack, ask your ISP for their logs showing a spike in bandwidth.
CREDIT MONITORING SERVICES
•
Some states, such as California and Connecticut, require that organizations provide affected individuals credit monitoring
services in the event of breach of specific information. Many organizations that have suffered a data breach offer customers
credit monitoring or identity restoration services.
PUBLIC RELATIONS
•
You may need to engage a skilled public relations specialist to help communicate publicly about any breach and deal with
the press.
Reprinted with permission of the eRiskHub® and the author(s). All rights reserved. Copyright belongs to the author(s).
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CYBER INCIDENT RESPONSE HELP
Data Recovery Providers
The following providers can assist with ransom negotiations and the
data restoration process.
•

Coveware - www.coveware.com

•

Crypsis Group – www.crypsisgroup.com 705-570-4103

•

Kivu Consulting – www.kivuconsulting.com 415-524-7320

203-442-4050

To determine if a breach has occurred, it may require a Forensic IT
review to determine if any information was taken from a computer
network or system. In addition, Legal Review may be necessary to
determine and provide you with assistance in determining how best to
respond to the State laws.

NOTE: This information is
provided to show the level
of support available for a
cyber event. Claims and
potential claims should be
reported to NYSIR, just as
they would be for any
other claims.

Forensic IT Providers
•
Crypsis Group – www.crypsisgroup.com 705-570-4103
•

Envista Forensics – www.envistaforensics.com 888-782-3473

•

Arete Advisors – www.areteadvisorsinc.com 866-210-0955

Legal Firms
•
Lewis Brisbois Bisgaard Smith – www.lewisbrisbois.com - 844-312-3961
•
Jackson Lewis – www.jacksonlewis.com - 844-544-5296
•

Marshall Dennehey – www.marshalldennehey.com - 800-220-3308

Credit Monitoring / Notification Services
•
ID Experts - www.idexpertscorp.com 800-298-7558
•

Epiq – www.epiqglobal.com

•

Experian – www.experian.com 714-830-7000

eRiskHub®

Log In @ https://eriskhub.com/nysir-home

 Contains a variety of
resources to help schools
better understand their
risks and minimize the
effects of a data breach or
cyber attack
 Incident Roadmap
 News Center
 Learning Center
 Risk Manager Tools
 eRisk Resources
 Security Training

eRiskHub is a web-based risk management portal that will help schools plan, and be prepared, should a data breach or
computer attack happen.
eRisk Hub includes access to an incident roadmap, which provides a checklist of steps a business should take
following a breach or cyber attack event, online training on privacy best practices and Red Flag Rules, risk
management tools, and a directory of external resources that can assist with pre and post breach planning, computer
attack response, and data recovery. eRisk Hub also provides up-to-date news and informational reading resources.

© 2016 The Hartford Steam Boiler Inspection and Insurance Company. All rights reserved.
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Some Simple Cyber Security Tips
 Employee Education And Training
Education and training is perhaps the most important component of information technology security. Educate all employees with the same best
practices. When new employees join or when best practices are updated, provide refresher training sessions.
 Protect Against Viruses, Spyware And Other Malicious Code
Use anti-virus and anti-spyware software, and ensure that all software installed on the network is updated (and set to update automatically).
 Back Up Data
It doesn’t matter whether data is stored in the cloud, on-premises, or in a hybrid data center, schools should back up all files to media that is not
connected to the Internet.
 Create Strong Passwords And Authentication
Require employees to create strong passwords, such as a phrase containing random words or letters. Consider implementing universal factor
authentication that requires a physical, USB device.
 Secure Wi-Fi Networks
Change the password on your Wi-Fi network so that it is not the default and ensure that if you provide guest access to a Wi-Fi network that guests
cannot access your employee network.
 Create A Mobile Device Policy
Mobile devices allow for work anywhere, anytime but they create security challenges especially if they hold confidential information or can access the
corporate network. Provide employees with a virtual private network (VPN) to access your network, if they must, securely with their mobile device.
 Utilize Best Practices On Payment Cards
Choose a bank or processor who uses the most trusted tools and anti-fraud services. Isolate payment systems from other systems.
 Provide Firewall Security For Internet Connection
A firewall is a set of related programs that prevent outsiders from accessing data on a private network. Make sure the operating system’s firewall is
enabled and properly configured. If employees work from home, ensure that their home system(s) are protected by a firewall.
 Control Access To Computers
Control physical access to your computers and create a user account for each employee. Ensure that mobile devices and laptops are lockup up or
protected by adequate passwords when unattended. Administrative privileges should only be given to trusted IT staff and key personnel.

Other Resources: The United States Department of Homeland Security
https://www.dhs.gov/stopthinkconnect
https://www.dhs.gov/cisa/national-cybersecurity-communications-integration-center
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Thank you very much for your attention. We
welcome your questions and comments.
The complete policy terms, conditions and exclusionary provisions, as well
as the facts of any allegation that could lay raise to a claim under any policy
would need to be evaluated in their entirety as respects any coverage
determination in an actual claim situation.

